Recognize the Top Email Threats
Hackers Use to Destroy Your
Business '

How to reduce the chances your

business will be compromised via

email scams.
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13 types of email threats
being used by hackers
today and the impact
these email threats have

on organizations.




Cybercrime cost
S3.5 Billion in
losses in 2019

Ransomware
costs expected
to reach $20
billion by 2021
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5 Categories of Email Threats
Spam

Malware
Data Exfiltration
Phishing Emails

Impersonation
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13 Different Types of Threats

Spam Scamming Blackmail Account Takeover
Data Exfiltration Domain Conversation
Impersonation Hijacking
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URL Phishing

Malware

ClearCom

I'T Solutions

Spear Phishing

Brand
Impersonation

Lateral Phishing

Business Email
Compromise
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# Spam accounts for 53% of the world's email traffic,
and about $20 billion per year in losses.
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Reply Replyall Forward Delete Mark More

Attension New Winner

From MercedesBenz@Ilottery.com on 2020-09-18 11:55
% Details

Dear Winner:

We are pleased to announced that your E-mail Address has been
selected among the winners of the Mercedes Benz International
Online Lottery Draw for the year 2020" promo. You are now a

winner of a Brand New "2020 Mercedes-Benz GLE 450" and the Grand
prize of $3,500,000.00 USD.( Three Million Five Hundred Thousand
Dollars) For easy claim of your winnings, you are simply advice

to contact our Claim Agent.

Name: Barr.Thomas Clark
Email: barrthomasclark@mailbox.org
TEL: (760)915-625

Please reply with your necessary information below for rightful
claim, you have 24 Hours to claim your Prize

RENEEICIADY FLILI NAME-




Malware

Month End Report Sep_report.xis

y>
Monday, October 22, 2018 »t 565 AM

Snow Detals

AL 1o protect your privacy, SOme DICTUNEs in this MESSINE Were NOt CoWNIoIORd. Doweniedd OIC hufed

I'nnuul-h_-.-

Sep_report.xls

your peiency To Privacy
Wmmmmmmm
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IT-Service desk: Coronavirus notice for all Miller Supply employees ATTACHMENT:
Contains malware
Williams, Sarah <
Thu 3/26/2020 2:02 PM .| COViD Staff Survey.pdf
T2 i Sty FAKE E-MAIL ADDRESS: o € s

MHM uses “nn” instead of “m”

This is a ongoing outbreak of deadly virus called coronavirus (CoVID-19). The virus spreading like wide fireé and the World Health Organization
are doing everything possible to contain the current situation. The virus which originate in China has hit Europe, America, Asia and Africa. The
government has hereby instructed all organization to ( educate and enlightened their employees/staff about the virus in order to
increase awareness of (CoviD19). | W

== 1

In view with the directives, the institution is currently organizing a seminar for all staff to talk about this deadly virus. All employee/staff must
participate and will 8ach required to complete a survey to show your awareness. A recording is provided for the seminar and all must register by
end of work tomorrow. Disciplinary measuire will be taken for staff that fails to compiete this instruction. Winning this battle is our collective effort.
Kindly follow the link COVID SEMINAR to register and be counte

Instructions for the staff su is given as attachment in this instruction. We recommend all staff review the steps to make sure all complete this
directive.

BAD LINKS:
http.//66.165.152.168/nnillersupply.co/covid 119seminar /registr

Best Regards,

H—Sewke desk

Iler p




Most Common Ransomware Attack Vectors Q4 2019 $ 8 4 O O O
Other — J

Software Vulnerability /f‘“

Email Phishing /

$41198
$36,295

RDP Compromise

- 49
J 7.5 %

$12,762

&) Q2 Q3 a4
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Data Exfiltration

Average time to identify Avergge oSt of » dat?/"f
and contain a breach /b'reac:“h in 2020

280 Days "$3.84
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URL Phishing

Likelihood of clicking based on previous performance 2019-nCoV: Coronavirus outbreak in your city (Emergency)

30%
P CDC-INFO <cdcchan-00813@cdc-gov.org> FAXE E-MAIL ADDRESS
© Tue 2/4/2020 £:33 AM
E To: John Smith
g 20% Distributed via the CDC Health Alert Network CHECK BEFORE YOU CLICKO
5 February 4, 2020 ot tiike
< COCHAN-00813 preview the link URL BEWARE of links
that drect you to 3 logm page
2 10% e se/hacam
p-
ﬁ The Centers for Desease Control and Prevention (CDC) continues to closely monitor an eak of a 2019 novel coronavirus (2019-nCoV) in Wuhan
5 ! City, Hubei Provence, China that began in December 2019. CDC has established an Incident Management System to coordinate a domestic and
international public health response.
0%
(0] 5 10 15 20 Updated list of new cases around your city are available at

Number of phishing emails previously clicked by user vou ave RIS sdvisad to go through the cases sbove to svoid pobentiel hezards.

| uncancr |
sincerely,

CDC-INFO National Contact Center
National Center for Health Marketing
Division of eHealth Marketing

“ﬁ“ﬂdm

@= Outlook

of

The fake wed pepe Use I the COronswrys phishing
campaign iooks Iae an OUIOOk Iogin window
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Scamming

Scomming: Losses reported to the FBlin 2019
NNNNNNNNNNNNNNN

Americans lost $77 million to Covid-19
fraud — and that’s just the ‘tip of the

[ ]
9
ClearCom iceber
3 I'T Solutions g @CNBC
PUBLISHED TUE, JUL 7 2020-8:00 AM EDT | UPDATED TUE, JUL 7 2020-.8:00 AM EDT




Spear Phishing

How businesses were affected by spear phishing attacks in 2019

& &

Machines infected with Stolen login credentials Reputational
malware or viruses and/or account takeover Damage
Direct monetary loss Sensitive or confidential There was no impact
(e.g. money transferred) Cata staler)
Other (3%)

I'T Solutions

Tue 7/31/2018 11:01 AM

Rob Cleary <ceoxcee@inbox.lv> Email address the spoofed mail
—_— "
was redirected back to

RE: Please get back to me on this
To M Jenn McGroary
© vou forwarded this message on 7/31/2018 11:06 AM.

| have a request from a client of ours who is over seas. He needs iTunes cards. $100 worth of gift cards,
which total $2500. That is $100 cards in 25places. Can you handle this?, | have asked him to hold on while i
see it done, i will appreciate it if you can please handle it asap. Thanks &\ Spelling/punctuation 71
Urgency errors

Sent from my iPad

----- Reply to message —--
Subject: RE: Please get back to me on this
Date: 31 July 2018 at 17:56:54

From: Jenn McGroary <JMcGroary@clearcomit.com>
To: Rob Cleary <rcleary@clearcomit.com> Spoofed email - redirects to another address

Sure, what do you need.

ll@nn McGroary




Domain Impersonation

Examples of Impersonation:

Betterbuisnessbureau.org bbb.net
Betterbb.com bbb.co

Betterbusinesb.org

ease in 2H 2019

ClearCom
$ IT Solutions llBarracuda.

Bettterbusinssbureau.org




Brand Impersonation

56% 9% 7% 5%
-~ n, -
5 Microsoft we DL CHASE O
a% a% 3% 3%
-_ -_" - -
facebook FedEx Go gle DocuSign,

Most frequently impersonated brands
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5%

-~

NETFLIX

3%

From: Clearcomit support@noreply-Clearcomit.com Lbodensohn@smarttec.d@
Sent: Friday, September 18, 2020 12:48 PM \

2

Actual email address it was from

Subject: Clearcomit Notification

, Domain impersonation
Importance: High

1] Office 365

Microsoft account

Account Password Center

Confirm login credentials to sG—_—_————

To avoid login interruption,your one time password (OTP) is required for update.

. Keep Same Password
Link goes to

https://amiablecimarron.com/offi/bXJve2VAY 2x1Y XJjb2 1 pdC5jb20=
Was this helpful?
Organization: Clearcomit.com
Acct Summary: »
@ 2020 Clearcomit.com Microsoft corporation




Your Google Ads account is on hold

Email address is system@qoogel-ads.net (Notice the misspelled domain and .net address)

From Google Ads on 2020-08-29 10:10
= Details = Plain text

Random ID number

Your Customer ID: 157-523-8201

A Google Ads

Your account is suspended

Your Google Ads account is temporarily suspended for Circumventing

systems

We want to help you regain control of your account as quickly as
possible.

Here are some steps you can take to make your account secure

1. Check your computer for malware and viruses with trusted anti-
virus software, and remove any suspicious programs or
applications

«===Pp> 2_log-in here to restore your account
These internal links go: https:/hdpled.com//ad/?id=ad6a4021¢228ad7ff7ba67372fdb5685
Notice the tracking link (?id=) that way they can track what spam mail worked best.
Learn more about suspended accounts. <=

The Google Ads Team

Sign in

Link goes no where

ClearCom
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American Express: Security Notice
Email address: AmericanExpressi@mailcenter.com
From American Express on 2020-09-14 17:45
First Red Flag: I don't have
an American Express card/account!

% Details = Plain text

ey Generic Greeting
EXPRESS He"o
» ' Card Number: 37+****

AMERICAN EXPRESS SECURITY UPDATE

For your security, we regularly monitor accounts for possible fraudulent activity

We've noticed a sign in attempt from an unusual location and device

To protect your privacy, your account has been restricted until your verify your

information

/' Recover Your Account

This button link goes to http://amerexpress.meganz-networks.com

If you or an authonzed party has already addressed this concern, please disregard
this message

Thank you for helping us to protect the security of your account
American Express Account Protection Services

These aren't even active links.

Privacy Statement K \ Update Your Email




Blackmail

"$107V

The cost of extortion and blackmail attacks continue to increase
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Date*

From:

Reply-to:

To:

Subject: password

Charset iso-8850-1* v ‘

password s your passphrase. Lets get ight to point. You do not know me and you are most likely
wondering why you're getting this email” Nobody has compensated me to check you.

In fact, | placed a malware on the o streaming (sexually giaphic) site and you know what, you
visited this site to experience fun (you know what | mean). When you were watching videos, your
intemel browser initialed functioning as a Remote conuol Deskiop having a key logger which
provided me with accessibility to your display screen and also webcam. Just after that, my sofiware
program obDtained every one of your contacts from your Messenger, soclal networks, and
emailaccount. After that | made a video. 1st part displays the video you were watching (you have a
nice taste imao). and 2nd part displays the view of your webcam. and itis u.

There are two different solutions. We should check put each of these possibiliies in particulars:

First alternative is to dismiss this email. In this scenario, | most certainly will send your actual
recorded material 10 every Dl 0f your personal contacts and thus just imagine about the humiliation
you feel. In addition should you be in a romantic relatonship, how this wil affect?

Other choice would be to pay me $5000. | will name it as a donation. In this case, | most certainly
wil Instantly discard your video footage. You could coninue your aly 1o utine Ike this never
occurred and you will not ever hear back again from me.

You will make the payment via Bitcoin (if you don’t know this, search for "how to buy bitcoin™ in
Google).

BTC Address: 1AQPmK JbKiKhAKtADh2LyR IPyc8gADuPq
[CASE-sensitive so copy and pasie i)

If you have been Iooking at going to the cops, anyway, this e mall can not be raced dack to me. |
have taken care of my steps. | am alsc not attempting to ask you for money very much, | wish to be
paid.

You now have one day 10 make the payment | have a unique pixel within this mail, and now | know
that you have read this mail. If | don't get the BitCoins, | will definitely send your video recording to
all of your contacts including relatves, coworkers, and so on. Having said that, if | do get paid, | will
destroy the video right away. If you need proof, reply with Yea! & | will send out your video 10 your
12 friends. This is the non:negotiable offer thus do not waste my time and yours by replying to this
e-mail.




Business Email Compromise

From: Rob Cleary <rcleary@clearcomit.com>
Sent: Tuesday, July 31, 2018 10:55 AM

To: Jenn McGroary <JMcGroary@clearcomit.com>
Subject: RE: Please get back to me on this

Morning Jenn,

| am stuck in @ meeting and wont be available until later, i need you to please run an errand for me, are

you available?
Thanks

Sent from my iPad

s CNBC
A 'simple' email scam almost cost Barbara Corcoran
$400,000—here's how to avoid falling for the same thing

n February, Barbara Corcoran, founder of real estate brokerage

Corcoran Group and judge or

May 6, 2020
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Conversation Hijacking

Domain impersonation attacks
that use conversation hijacking

Barracuda.
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Lateral Phishing

Spoofed/fake URL

Real friend/contact name

Edgar Hellwig woodstockema_n@rcast.u-tokyo.ac.jp |
To: "Jennifer McGroary" <

G

Sneaky, using my name

Good morning Jennifer

{ /Q00.0Q VIP6 X/ This is a highjacked/phishing link. Using Google URL shortener,
but will direct you to a site that will attack your computer with malware.

ClearCom
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Month End Report Sep_report.xls

Microsoft Office <noreply@excel.delivery>

@ Monday, October B at 5:55 AM
S Detaids

w Deta

To protect your privacy, some pictures in this message were not downloaded

IThu-vwlshl - ———— -

Sep_report.xls

Microsoft Office

Microsoft respects your prvacy. To lkeam more, please read cur Privacy Statement
Microsaft Corporation, One Microsoft Vaay, Reamond, Wik 98052

Downioad pictures




Account Takeover

e of organizations had their Microsoft Office 365
accounts compromised in one month

1%
Organizations not compromised
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13 Different Types of Threats

Spam Scamming Blackmail Account Takeover
Data Exfiltration Domain Conversation
Impersonation Hijacking
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Next Steps

Recognize the Top Email Threats

. . Hackers Use to Destroy Your
e www.clearcomit.com/bbbwebinar Business =

How o recuce the chances o

busimess will be compromised

* Download presentation slides and a free checklist: st
12 Way to Protect Your Business From a CyberAttack

* Request your free complementary Dark Web Report.

To talk ASAP, you can give us a call directly at 508-205-1114
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