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Use this short quiz to find out if your current computer system is protected 
from hackers, viruses, spyware, key loggers, and rootkits. 

 
If you cannot score a “yes” on every point, your computer network could be used by 
hackers for credit card fraud, espionage, hacking and a wide variety of other disruptive 
services: 
 

� Are your computers remotely monitored 24-7-365 to keep critical security settings, 
virus definitions and security patches up to date? 
 

� Do you have written, network documentation detailing what software licenses you 
have, critical network passwords, and hardware information, etc., or are you the 
only person with the “keys to the kingdom?” 
 

� Do you prohibit remote users from accessing your corporate data from laptops 
using free Wi-Fi connections? 
 

� Do you prohibit employees from browsing the Internet on your network with a 
content filter that blocks sites containing porn, gambling, YouTube, etc.? 
 

� Do you allow employees access to corporate data on their personal mobile devices, 
and could the data be removed if you terminated the employee? 
 

� Do you allow employees to update your social media content and if so, do you have 
proper written policies on what type of content they can post? 
 

� Do you prohibit employees from using portable devices such as USB drives to 
transfer corporate data according to their Acceptable Usage Policy? 
 

� Do you prohibit employees from using BYOD without having a policy of what 
corporate information they are allowed to access? 
 

� Do you require all laptops use encryption? 
 

� Do you have a written plan in the event a laptop or PC is stolen? 
 

� Do you have a written procedure for employee termination and how to handle 
removing corporate data from their personal devices? 

 


